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Technology is evolving at a rapid rate; computer resources are 
becoming more a�ordable which contributes to driving digital 
transformation. Cyberspace facilitates the interconnection of users, 
devices and applications. The financial sector utilises this digitisation to 
o�er favourable products and services to their customers. Digital 
payments allow customers to transfer funds to merchants in exchange 
for goods and services. Malicious users are prowling cyberspace in 
search of vulnerabilities to exploit. Therefore, it is of paramount 
importance that the confidentiality of digital payment systems is 
preserved and its integrity remains intact.

Blockchain is a peer-to-peer, distributed ledger technology that is 
safeguarded using cryptography. This research explored the use of 
blockchain technology to secure digital systems. A prototype was 
designed and programmed in a virtual environment and transactions 
using di�erent payment methods were simulated. Cryptographic 
techniques such as hashing and digital signatures were used to secure 
the confidentiality and integrity of payment authorisation data. A series 
of digital payment fraud scenarios were executed against the 
prototype. The results suggested that these attacks which targeted 
payment transaction data were mitigated with the use of blockchain 
technology.

Cyber-attacks on digital payment systems impact customers, 
merchants and banks as it potentially results in financial loss, data 
theft, legal consequences and reputational harm. It is therefore 
imperative that e�ective security mechanisms are implemented to 
protect these systems. The purpose of this research is to contribute to 
raising awareness of using blockchain technology for security and 
privacy, educating financial institutions, customers and merchants on 
the importance of good cybersecurity practices when using digital 
payment systems and contribute to the development of solutions for 
securing digital payment transactions.
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